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Introduction

Dear reader,

Data sovereignty is becoming an increasingly important 
topic in Europe. In fact, the European Union is on a 
mission to achieve data sovereignty, supported by its 
European Digital Strategy which was released last year. 
The strategy itself is based upon the idea of 
empowering businesses and people with the right 
technology to gain control of their data and to support 
the development of new business models. And a string 
of recent incidents, such as data leaks and cases of 
data abuse, are increasingly fuelling controversy and 
public debate.

These developments are also fuelling our ambition to 
make data sovereignty a key driver for the data 
economy and to put the control and ownership of data 
back in the hands of the people and organisations that 
generate it.

To gain a clearer understanding of what data 
sovereignty actually means to people and to grasp the 
opportunities and hurdles that lie ahead, we conducted 
the first edition of our annual Data Sovereignty Monitor 
study from June to August 2021.

In this survey, we asked respondents from all over 
the world what they understand data sovereignty to 
mean, and what they regard as its key aspects and 
dimensions. Furthermore, this first edition of the Data 
Sovereignty Monitor provides insight into how 
organisations and companies integrate their 
understanding of data sovereignty into their daily 
work and commercial operations on a practical level.

We hope you enjoy reading the findings from the 
Data Sovereignty Monitor. If you have any questions 
or would like to discuss any of the issues raised here, 
please do not hesitate to contact me.

Kind regards,
Pim Korstens, FreedomLab, on behalf of the 
Data Sovereignty Now coalition

pim@freedomlab.org



Section 1
Semantics and conceptual framework
Q1–4



Context: What is the broader domain and/or 
topic of your organization’s use/thinking of 
data sovereignty?

Legal compliance, 
12%

Information 
infrastructure, 24%

Research practices, 
4%

Social objectives/discourse, 
10%

Business model, 
29%

Surveillance, 3%

Education, 3%

Public 
administration, 8%

Clinical practices, 4%
Legal compliance 9

Information infrastructure 19

Research practices 3

Social objectives/discourse 8

Defense 0

Business model 23

Surveillance 2

Education 2

Public administration 6

Clinical practices 3

Other (please specify) 3

Total 78

QUESTION 1



Agent: How do you use and operationalize data 
sovereignty in your profession?

As a public policymaker, 8%

As a NGO 
policymaker/researcher, 

4%

As a for-profit 
manager/strategist, 

18%

As a scientific researcher, 
10%

As a developer/engineer/business 
developer, 40%

As a citizen, 9%

As an end user/consumer 
of applications, 8%

Other (please specify), 4% As a public policymaker 6

As a NGO 
policymaker/researcher 3

As a for-profit 
manager/strategist 14

As a scientific researcher 8

As a developer/ engineer/ 
business developer 31

As a citizen 7

As an end user/consumer of 
applications 6

Other (please specify) 3

Total 78

QUESTION 2



Values: which values are important to 
your organization when considering and 
using data sovereignty?

Control and power using data, 10%

Empowerment, justice and 
emancipation through 
personal data, 12%

Security and non-
maleficence of 

personal data, 12%

Inclusion and representation 
of minorities through 
personal data, 1%

Privacy, personal autonomy and 
digital data rights, 22%

Ownership and economic 
gains through personal 

data, 12%

Transparency, trust and 
responsibility using data, 

29%

Other (please specify), 3% Control and power using data 8

Empowerment, justice and 
emancipation through personal 
data

9

Security and non-maleficence 
of personal data 9

Inclusion and representation of 
minorities through personal 
data

1

Privacy, personal autonomy 
and digital data rights 17

Ownership and economic gains 
through personal data 9

Transparency, trust and 
responsibility using data 23

Other (please specify) 2

Total 78

QUESTION 3



Notion: What does data sovereignty mean to you?

Data ownership, 26%

Privacy, 5%

Data sharing, 5%

Data control, 37%

Digital (human) rights, 24%

Data awareness, 3%
Data ownership 20

Privacy 4

Data sharing 4

Data control 29

Digital (human) rights 19

Data awareness 2

Other (please specify) 0

Total 78

QUESTION 4



Section 2
Practical issues concerning
data sovereignty
Q 5–22



Is the term data sovereignty often used in 
your organization?

Used all the time, 11%

Often used, 30%

Somewhat important, 14%

Not so often used, 26%

Never used, 19%
Used all the tine 8

Often used 21

Somewhat important 10

Not so often used 18

Never used 13

I don’t know 0

Other (please specify) 0

Total 70

Skipped 8

QUESTION 5



Is data sovereignty deemed important 
within your organization?

Extremely important, 30%

Very important, 30%

Somewhat important, 19%

Not so important, 11%

Not at all important, 6%

I don't know, 4%
Extremely important 21

Very important 21

Somewhat important 13

Not so important 8

Not at all important 4

I don’t know 3

Total 70

Skipped 8

QUESTION 6



Does your business comply with current 
European regulation?

Yes, 71%

No, 9%

I don't know, 20%
Yes 50

No 6

I don’t know 14

Answered 70

Skipped 8

QUESTION 7



Is your organization prepared for 
the European Data Act?

Very well prepared, 23%

Well prepared, 11%

Somewhat prepared, 21%

Not so prepared, 16%

No preparation, 4%

I don't know, 24%

Very well prepared 16

Well prepared 8

Somewhat prepared 15

Not so prepared 11

No preparation 3

I don’t know 17

Total 70

Skipped 8

QUESTION 8



Does your organization have explicit business operation 
standards with respect to data sovereignty (e.g.
sanction system, certification framework, formal 
responsibilities)?

Very explicit business 
standards, 36%

Vague business 
standards, 31%

No business 
standards, 23%

I don't know, 10% Very explicit business 
standards 25

Vague business standards 22

No business standards 16

I don't know 7

Answered 70

Skipped 8

QUESTION 9



Does your organization have a business 
model for data sovereignty?

Yes, 40%

No, 44%

I don't know, 16% Yes 28

No 31

I don’t know 11

Answered 70

Skipped 8

QUESTION 10



If yes, can your business benefit from data 
sovereignty of your stakeholders (e.g.
consumers, customers, partners)?

Our business can fully benefit 
from data sovereignty, 85%

Our business has some potential to 
benefit from data sovereignty, 15%

Our business can fully benefit 
from data sovereignty 24

Our business has some 
potential to benefit from data 
sovereignty

3

Our business has some 
potential to benefit from data 
sovereignty

0

Our business will be hurt 
by data sovereignty 0

I don’t know 0

Answered 27

Skipped 51

QUESTION 11



Does your organization have ideas how to 
leverage the value and benefits created by 
data sovereignty?

Very strong ideas, 30%

Some interesting ideas, 
20%

Some ideas, 29%

Vaguely, 15%

No ideas at all, 5% I don't know, 2%
Very strong ideas 20

Some interesting ideas 13

Some ideas 19

Vaguely 10

No ideas at all 3

I don’t know 1

Total 66

Skipped 12

QUESTION 12



Does your organization share data with other 
companies and/or organizations on a frequent 
basis or ad hoc basis, i.e. how often do you share 
data?

Always, 14%

Usually, 20%

Sometimes, 24%

Rarely, 21%

Never, 17%

I don't know, 5%
Always 9

Usually 13

Sometimes 16

Rarely 14

Never 11

I don’t know 3

Answered 66

Skipped 12

QUESTION 13



Is data sharing and sovereignty a priority in 
your “board room”?

The most important 
priority, 18%

A top priority, but not the 
most important, 39%

Not very important, 29%

Not important at all, 5%

I don't know, 9% The most important priority 12

A top priority, but not the 
most important 26

Not very important 19

Not important at all 3

I don’t know 6

Answered 66

Skipped 12

QUESTION 14



Is your organization's branding and 
positioning tailored to data sovereignty?

Strongly agree, 26%

Agree, 32%

Neither agree nor disagree, 
23%

Disagree, 14%

Strongly disagree, 2%
I don't know, 5%

Strongly agree 17

Agree 21

Neither agree nor disagree 15

Disagree 9

Strongly disagree 1

I don’t know 3

Answered 66

Skipped 12

QUESTION 15



Do your customers, partners and consumers 
express their interests and needs with 
respect to data sovereignty?

Always, 9%

Usually, 27%

Sometimes, 30%

Rarely, 17%

Never, 8%

I don't know, 9% Always 6

Usually 18

Sometimes 20

Rarely 11

Never 5

I don’t know 6

Answered 66

Skipped 12

QUESTION 16



Does your organization involve all 
stakeholders

Yes, 61%
No, 20%

I don't know, 20%
Yes 40

No 13

I don’t know 13

Answered 66

Skipped 12

QUESTION 17



If yes, to what extent does your organization 
include relevant stakeholders in your data 
sovereignty decision-making procedures?

Always, 36%

Usually, 47%

Sometimes, 14%

Rarely, 3%
Always 13

Usually 17

Sometimes 5

Rarely 1

Never 0

I don’t know 0

Answered 36

Skipped 42

QUESTION 18



Does your organization have a HR-policy for 
employees that focuses on data sovereignty 
(e.g. relevant training programs)?

Yes, 27%

No, 62%

I don't know, 12% Yes 16

No 37

I don’t know 7

Answered 60

Skipped 18

QUESTION 19



Does your organization notify users and 
consumers on your policy on data sharing 
and sovereignty?

Yes, 61%

No, 25%

I don't know, 14% Yes 36

No 15

I don’t know 8

Answered 59

Skipped 19

QUESTION 20



Which values and/or ideals does 
your organization genuinely want to improve 
with its data sharing and sovereignty business 
and operations?

Create new products and 
services, 34%

Stimulate social and public 
innovation, 17%Reduce inequality, 9%

Improve digital human 
rights, 16%

Service customers better, 24%

Create new products and 
services 20

Stimulate social and public 
innovation 10

Reduce inequality 5

Improve digital human rights 9

Service customers better 14

Other (please specify) 0

Answered 66

Skipped 12

QUESTION 21



To what extent is your organization's 
allegiance to data sovereignty driven by 
economic and judicial considerations?

Fully driven by economic and 
judicial consideration, 20%

Mostly driven by economic and 
judicial consideration, 36%

Somewhat driven 
by economic and judicial 

consideration, 24%

Mostly driven by other 
considerations, 10%

Not at all driven by economic 
and judicial consideration, 5%

I don't know, 5%
Fully driven by economic and 
judicial consideration 12

Mostly driven by economic 
and judicial consideration 21

Somewhat driven 
by economic and judicial 
consideration

14

Mostly driven by other 
considerations 6

Not at all driven by economic 
and judicial consideration 3

I don’t know 3

Answered 59

Skipped 19

QUESTION 22



Section 3
Levels of adopting data sovereignty
Q 23–30



Does your organization include data 
sovereignty in its corporate digital 
responsibility?

Yes, 51%

No, 27%

I don't know, 22%

Yes 30

No 16

I don’t know 13

Answered 59

Skipped 19

QUESTION 23



Does your organization has formal data 
exchange protocols and standards for data 
sovereignty?

Yes, 32%

No, 42%

I don't know, 25%

Yes 19

No 25

I don’t know 15

Answered 59

Skipped 19

QUESTION 24



Does your organization use and/or develop 
data formatting methods/APIs for data 
sharing?

Yes, 68%

No, 25%

I don't know, 8%
Yes 36

No 13

I don’t know 4

Answered 53

Skipped 25

QUESTION 25



Does your organization make use of trustless 
infrastructure/distributed ledger 
systems/blockchain/federated systems to 
facilitate data sovereignty?

Yes, 42%

No, 45%

I don't know, 13% Yes 22

No 24

I don’t know 7

Answered 53

Skipped 25

QUESTION 26



Does your organization have formal mechanisms 
when problems arise concerning illegal data 
usage and/or violation of data sovereignty?

Yes, 57%No, 28%

I don't know, 15% Yes 30

No 15

I don’t know 8

Answered 53

Skipped 25

QUESTION 27



How secure are your organization's systems 
for data sovereignty (e.g. authenticity, 
integrity, confidentiality)?

Very secure, 19%

Secure, 51%

Somewhat secure, 17%

Not very secure, 8%

Very insecure, 2%
I don't know, 4%

Very secure 10

Secure 27

Somewhat secure 9

Not very secure 4

Very insecure 1

I don’t know 2

Answered 53

Skipped 25

QUESTION 28



not

How does your organization operationalize data 
sovereignty within its user interface?

I don’t understand the 
question

Not applicable.

Gives people choice 
about sharing any data 

of all kinds.

No interface as of yet

Secure

Using secure 
communications 

platform

Metadata catalogue

Data stays on premise 
whenever possible and 

desired and only 
metadata is intended to 

be shared.

Data can be kept on 
own infrastructure while 

being used for 
computation using 
Compute-to-Data.

terms and data 
collection consent at 
point of suggested 

collection

Offering transparency 
procedures and applying 
clear wording about the 

use of data.

Consent system, 
traceability, editability

Using data architectures 
that follow data 

sovereingty paradigms.

We develop a platform 
fo federated applications 
sharing anonymized but 

in control data

Not that I am aware of.

We're developing tools 
to enable data 

sovereignty which are 
owned by members of 

an EU-wide co-
operative.

MyData IndiviDUALbooks PDS 
access via tactile & 

machine/human eye-readable, 
UpCode-managed image of 

book cover-as-interface

Depends on data and 
softwares used. For health 

data - routines/controls 
embedded in SW used. For 
own developments - sw by 

developer with explicit focus 
on data sovereignty

Since I'm a solopreneur 
consultant in healthcare (tech 

+ policy) sector, I don't 
possess data from others, and 
work to avoid that possession 

of others'-data

I have major issues with the 
term 'data sovereignty'. You 

have not clearly defined it and 
it is not a common English 

language term. Strongly urge 
an alternative naming. 

We offer multiple factors 
authentication of Right-to-

Access our services, by 
independent channeling 
interaction via a physical 

channel (paper mailer) and 
several digital channels (2D-
code; hardware auth.; etc.)

I do not know

Through terms and 
conditions statements

It does not do that 
visible for end users 

In places where explicit 
APIs are available for 
external stakeholders

Don’t know 

Na

IDS

Giving the user control 
over how and with 

whom data is shared

QUESTION 29



Section 4
Profile
Q 30–33



What is the size of your organization in 
terms of employees?

0–50, 48%

51–150, 16%

>150, 36%

0–50 21

51–150 7

>150 16

Answered 44

Skipped 34

QUESTION 30



In which sector is your organization active?

Energy, 2% Manufacturing, 2%
Consumer discretionary, 2%

Healthcare, 13%

Education, 8%

Financials, 6%

Communication services, 
6%

Utilities, 2%

Information Technology, 
35%

Public sector, 8%

Hospitality & 
leisure, 2%

Research and 
academia, 15%

Legal compliance 9

Information infrastructure 19

Research practices 3

Social objectives/discourse 8

Defense 0

Business model 23

Surveillance 2

Education 2

Public administration 6

Clinical practices 3

Other (please specify) 3

Total 78

QUESTION 31



What is the size of your organization in 
terms of revenue?

0–1m EUR, 40%

1–5m EUR, 30%

>5m EUR, 30%

0–1m EUR 9

1–5m EUR 7

>5m EUR 7

Answered 23

Skipped 55

QUESTION 32



Data Sovereignty Now is a coalition of leading Europe-based 
technology companies, research institutions and non-profits 
that are lobbying European policymakers at all levels to ensure 
that control over data remains in the hands of the people and 
organisations that generate it.

www.DataSovereigntyNow.org

http://www.datasovereigntynow.org/

